UHZOPMALIMOHHASA TTAMATKA
AONga ObYYAOWUXCA

C KQXAbIM rOAOM MONOAEXU B UHTepHeTe CTaHOBUTLCA 6osiblie, a WKONbHUKU
OAHU U3 CAMBIX QGKTUBHLIX nonb3osaTeneut PyHetra. Mexay Tem, nomumo
OFPOMHOrO KONMUYeCTBA BO3MOXHOCTEM, UHTepHeT HeceT U npobnembl. ITa
NamsaTka AOSIXHA NOMOYb Tebe 6e30NacHO HaXOAUTLCS B CEeTU.
KomnbroTepHbre BUpychl

KomnbroTepHbIN BUPYC - 3TO PA3HOBUAHOCTb KOMMbHOTEPHLIX MPOrPaAMM,
OT/INUUTENbHOU  OCOBEHHOCTbFO  KOTOPOW  9BMSeTCs  CMOCOBHOCTb K
PasMHOXeHUro. B ponornHeHue K 3TOMy, BUPYCbI MOryT nNOBpeAUTb WU
MNONIHOCTBFO  YHUUTOXUTb  BCe  PAUNBI U AAHHbIE,NOAKOHTPOSbHbIE
NoNb30BATENHO, OT UMEHU KOTOpPOro 6bLna 3anylueHa 3apaxeHHas
Nporpamma, a TaKXKe MOBpPeAUTb UNU AdXKe YHUUTOXUTb OMepaunuoHHYyHO
cucTemy CcO BCemMu avnamm B Uenom. B 6onblumHCcTBe  cnyvaes
PacnpoCTpaHAOTCA BUPYCHI Yepe3 UHTepHeT.

MeToab! 3aWUTEL OT BPeAOHOCHBLIX MPOrPaMM:
1. Mcnonb3yui coBpemeHHbIE OMepaumoHHbIe CUCTEMbI, UMeroLUe CepbesHbI
YpOBeHb 3aLMTLI OT BPeAOHOCHBIX NPOrpaMM;
2. TloctosHHO ycTaHaenMBaM NayTM  (UUPPOBLIE 3aNSIATKMU, KOTOpbIe
GBTOMATUYECKU YCTAHABIUBAOTCA C Liesibko A0paboTKU MPOrpaMMel) U Apyrue
ObHOBNEHUs CcBOel OnepaunuoHHOMU cuctembl. CKAYUBAM UX TONbKO C
oPULMANbLHOrO cauTa paspaboTumka
OC. Ecnu cywecTeyeT peXum aBTOMATUYECKOrO O6HOBEHUS, BKITFOUM ero;
3. PaboTtasi Ha cBOemM KOMMbHOTEpe MOA NpPABAMM MOJSIb30OBATENS, A He
QAMUHUCTPATOpA. ITO He MO3BONUT BOMbLWIUHCTBY BPeAOHOCHBIX MPOrpamMm
WMHCTANNMUpPOBATLCA HA TBOEM MEepCOHASTbHOM KOMMbroTepe;
4. Wcnonb3yh aHTUBUPYCHbIE  MPOrPAMMHbIE  MPOAYKTHI ~ U3BECTHBIX
npoussoauTeneu, ¢ aBTOMaTU4eckum obHosneHuem 6as;
5. OrpaHUYb PU3UYECKUI AOCTYN K KOMMbFOTEpY AN NOCTOPOHHUX NUL;
6. Micnonb3yi BHeWHWE HOCUTENU UHPOPMALINU, TAKUE KaK (prelka, AUCK Unm
(Palin U3 UHTepHeTa, TOSTbKO U3 NPOBEpeHHbIX UCTOUHUKOB;
7. He oOTKpbIBaM KOMMbHOTEpHbIE (PAMNLI, MOSIyYeHHbIe U3 HeHAAeXHbIX
uctouHukos.[laxe Te parinbl, KOTOpble NpUCIAN TBOM 3HAKOMBLIU. Jlyudlwe



YTOYHU Y Hero, OTNpasnsf fiv OH Tebe ux.
Cetn WI-FI
Wi-Fi - 370 He BMA nepeaaum AAGHHLIX, He TeXHONOrus, a Bcero nuiub bpeHa,
mapka. Ewe B 1991 roay HuaepnaHackas KOMNaHUa 3apeructpuposana 6peHa
"WECA", uto obosHauano cnosocouvetaHue "Wireless Fidelity", xkotopbiu
NepeBOAUTCA Kak "6ecnpoBoaHas TOUHOCTL",
[o Hawero BpemeHu aowna Apyras abbpesmatypa, KOTOpas SBNSETCS TAKOU xe
TexHonoruven. 370 abbpesumatypa "Wi-Fi". Takoe HassaHwe 6b1NO AGHO C
HAOMEeKOM Ha CTaHAAPT BbICWEW 3BYKOBOU TexHUku Hi-Fi, uto B nepesoae
O3Ha4aeT "BbLICOKAS TOYHOCTL".
Ha, 6ecnnatHbIN UHTepHeT-AO0CTYN B Kagpe, OTensX U asponopTax ABnsertcs
OTNIUYHOU BO3MOXHOCTbHO BLIXOAA B WHTepHeT. HO MHOrmve 3kcnepTbl
cumTaroT, uto obwenoctynHele Wi-Fi cetu He asnaroTca 6e30nacHbIMU.
CoseTbI No 6e3onacHoctu paboThl B obuleaocTynHbIx cetax Wi-fi:
1. He nepenaeavi CBOFO NUUHYHO UHPOpMALMIO Yepe3 obwenoctynHble Wi-Fi
cetn.Pabotas B HUX, XenateslbHO He BBOAUTb MAPONU AOCTYNA, JIOTUHLI U
Kakue-To Homepa;
2. Nicnonb3y u 06HOBNSAM GHTUBUPYCHbIE MPOrpamMmbl U bpaHamayep. Tem
CAMBIM TbI Obe3onacullb ceba OT 3aKaYKku BUpYCa Ha TBOe YCTPOUCTBO;
3. . Tlpu wucnonb3zosaHumn Wi-Fi otknroum oyHkumro "O6wuii aoctyn K
painam u npuHtepam'. [laHHas YHKLUS 3aKpbITA MO YMONYAHUKO, OAHAKO
HekoTopbIe
NoNb30BATENU AKTUBUPYHOT ee Ang yAobcTea UCMONb3oBaHUS B paboTe unu
yyebe;
4. He wucnonb3yn nybnuuHeii WI-FI ans nepeaaum 5nUYHBIX AGHHBIX,
Hanpumep ANS BLIXOAA B COLMANbHBIE CETU UMK B 3NEKTPOHHYHO NOYTY;
5. Micnonb3yi Tonbko 3awumieHHoe coeauHeHue Yepes HTTPS, a He HTTP, T.e.
npu Habope Beb-aapeca BBOAU UMeHHO "https://";
6. B mobunbHom Tene@oHe OTKNOUU yHKUUO "TToaknroveHue k Wi-Fi
aBTomaTtuyecku'. He aonyckan aBTOMATUYeCKOrO MOAKIHOYeHUs YCTPOMUCTBA K
cetam Wi-Fi 6e3 TBOoero cornacus.
coumanbHble cetu
CoumanbHbIe CeTU aKTUBHO BXOAST B HAly XWU3Hb, MHOMMe noau paboTaroT U
XUBYT TaM nocTosHHO, a B Facebook yxe 3apeructpuposaH munnuapa
YenoseKk, YTO 9BNSeTCS OOHOU CeAbMOU BCeX XuTeneu nnaHeTtbl. MHorue
NONb30BATENU He MOHUMAKOT, YTO UHPOPMALMUSA, Pa3MelleHHas UMUK B
COLUMAIbHBIX CeTaX, MOXeT 6bITb HalAeHa U UCNOSb30OBAHA KeM YrOAHO, B TOM




uncrne He obs3atesibHO ¢ 611arMMU HamepeHUsMU.

OcHosHble coBeTbl MO 6e30NaCHOCTU B COLUMANBbHLIX ceTax:
1. OrpaHuYb cnUcok apyseid. Y Tebqa B Apy3bax He JOSKHO ObITb CIYYaMHBIX U
He3HaKOMbIX NHoAeu;
2. 3awmLan CBOHO YaCTHYHO XU3Hb. He ykasbIBaM Naposiv, TenedoHsbI, aapeca,
AATYy TBOErO POXAEHUS U APYTYHO JIUUHYHO UH(POPMALUKO. 3NOYMbILNEHHUKU
MOTYT WUCMOJSIb30BATb AGXe WUH(POPMALMUKO O TOM, KaK TbI U TBOU poauTenu
NNaHUpyeTe NPOBECTU KAHUKYIIBI;
3. 3awmLian CBOFO penyTaumio - AepXu ee B YUCTOTe U 3aAaBan cebe Bonpoc:
xoTen 6bI TbI, YTOOLI Apyrue nOsb3oBATENU BUAESU, YTO TbI 3arpyxaellb?
TToayman, npexae Yem 4To-TO ONY6SIMKOBATbL, HAMUCATL U 3arpy3uTh;
4. Ecnu TbI roBOpullb C NHOAbMU, KOTOPLIX He 3Haelb, He UCMOJb3yM CBOe
peanbHOe UMS U APYTYHO JIUYHYHO UH(POPMALIUU: UMSA, MECTO XUTeNbCTBa,
MeCTO y4ebbl U npovee;
5. Usberai pasmelleHus coTtorpapuii B WHTepHeTe, rae TbI u3obpaxeH Ha
MECTHOCTU,NO KOTOPOU MOXHO OMpeaenUTb TBOe MeCTOMNOsIoOXeHue;
6. Tlpu peructpaumm B couUanbHOU ceTu HeobXoAUMO UCNOSMb30BATH
CNOXHbIe Maponu,coctoawme U3 6yks U LUMPP U C KONMUYECTBOM 3HAKOB He
MeHee 8;
7. [Ona couwanbHoW ceTu, NOYTHI U APYrUX CAUTOB Heobxoammo
MCNOSMb30BATb  pasHble naponu. Toraa ecnu  Teba  B3flomaroT, TO
3MTOYMBIIWNEHHUKU NOsyyaT AOCTYN TONbKO K OAHOMY MeCTy, a He BO BCe

cpasy.

DNeKTPOHHLIE AeHbrU
DNeKTpOHHbIE fAeHbru - 3TO OuYeHb YAO6HLIM cnocob nnatexew, OAHAKO

CYLLECTBYHOT MOLWEHHUKU, KOTOpbIEe XOTAT NOSyYUTb 3TU AeHbI .

ONeKTpOHHbIEe AeHbrU MOSBUSIUCL COBCEM He[aBHO U UMEHHO U3-3a 3TOro BO
MHOTUX FOCYAAPCTBAX AO CUX MOpP He NPOMUCAHO NPO HUX B 3AKOHAX.

B Poccum xe OHU (PYHKLIMOHUPYHOT U O HUX yXe NMPOMUCAHO B 3aKOHe, rae ux
pasaensroT Ha HeCKOMbKO BUAOB - GHOHUMHbIE U He aHOHWUMHbIe. PasHuua B
TOM, YTO GHOHUMHbIE -3TO Te, B KOTOPLIX paspellaeTcs NpoBOAUTL onepauum
6e3 UAeHTUPUKALUUM NOoJIb30BATENS, G B HEAHOHUMHBIX UAeHTUPUKALUA
nonb3oBatens aBngerca obg3aTesibHOWN.

Takxe cneayeT pasnuyatb  3SIeKTPOHHbIE — (PUATHbIE  AeHbrU  (paBHbI
rOCYAApCTBEHHLIMBAMFOTAM) U 3MEKTPOHHbIe HedpuaTtHbIe AeHbru (He pasHbI
FOCYAAPCTBEHHBIM BASIFOTAM).



OcHogHbIe coseTbl NO 6e3onacHou pabote ¢ 3NEKTPOHHLIMU AeHbraMU:
1. TTpuBaxu Kk c4eTy MOBUNBHLIU TeneOoH. 3TO CAMBbIN YAOOHLIU U BLICTPLIN

cnocob BOCCTAHOBUTb AOCTYN K c4yeTy. TTpUBA3GHHLIMA TenemoH MOMOXerT,
ecnu 3abypelwb CBOM NNATEXHLIM MNAPOSb UMM 3akdellb Ha CauT ¢
He3HaKOMOro yCTpOMUCTBA
2. . Wcnonb3yu opHopasosbie naponu. Tlocne nepexoaa Ha YCUMEHHYHO
asTopusaumio Tebe yxe He byaeT yrpoxaTb OMACHOCTb KpaXxu Unu nepexsata
nNaTexHoro napons;
3. Bbibepu cnoxHbi naponb. TlpecTynHukam 6yaeTr He npocTo yraaatb
CNOXHLIM Naponb. HadexHsle Naponu - 370 NAPONU, KOTOpbIe COAepXaT He
MeHee 8 3HAKOB U BKIHOYAHOT B cebs CTPOYHbIE U NPONUCHbIE BYKBBI, LIUGPLI U
HeCKOJNIbKO CUMBOMOB, TAKWE KaK 3HAK AO0MSapa, PyHTA, BOCKNULATEsIbHLIN
3HaK U T.n. Hanpumep, $1TRONg!;;
4. He BBOAW CBOW NNYHbIE AGHHbIE HA CAMTAX, KOTOPLIM He AoBepsellb.
DNeKTPpoHHAas noyra

ONeKTpPOHHASA MOYTa - 3TO TeXHONOorus U npefocTasnsiembie ero YCnyru no
nepecblnike U MNOJMYYeHUHO  3MEeKTPOHHLIX  COOb6LeHUW,  KOoTopble
pacnpenenaroTcs B KOMMbrOTEpHOU ceTU. O6bIMHO 3MEKTPOHHLIW MOYTOBBLIN
ALWMK BBIFAAAUT Clieayowmum 0bpasom:
UMa_nonb3oaTens@umsa_nomeHa. Takxe Kpome nepefaym npocToro TekcTa,
UMeeTCs BO3SMOXHOCTb Mepeaasatb pamsibl.

OcHoeHble coBeTbl No 6e3onacHoii pabote ¢ 3NEeKTPOHHO NOYTOM:
1. Hano Bb16paTh NpAaBUNbHLIV MOYTOBLIU CepBUC. B MHTepHeTe ecTb OrpOMHbLIN
BbI6Op 6eCnnaTHbIX MOYTOBLIX CEpPBUCOB, OAHAKO fydlle AOBepsTb TeM, KOro
3Haelb U KTO NepBbIf B PpEUTUHre;
2. He ykasbIBali B NIUYHOM MOYTe JIUYHYHO UHOpmaumro. Hanpumep, nyudwe
BbIOpATH "My3bIKANbHLIW_PaHaT@" unu "pok2013" emecto "temal3";
3. Ncnonb3yn agyxatanHyro asTopu3aumiko. 3T0 KOraa NOMMUMO Napons HyXHO
BBOAUTL KOA, NpUCLLIIaembIv No SMS;
4. Berbepu cnoxHbIM Naponb. [N KaxAoro NOYTOBOro AWMKa AOSKeH 6bITb
CBOW HAAEXHBLIW, YCTOUUMBLIU K B3SIOMY NAPOIb;
5. Ecnu ectb BO3MOXHOCTb HANMUCATb CAMOMY CBOWM JIUYHLIW BOMPOC,
NCMONb3YMN 3Ty BO3MOXHOCTb;
6. Wcnonb3ylh HeCKONMbKO MNOYTOBLIX AWMKOB. TlepBbIA ANa  4YACTHOMU
Nepenucku Caapecatamm, KOTOpbIM Tbl AoBepsellb. ITO 3S1eKTPOHHBIA aapec
He HaAO UCMOJb30BATbL MPU PErncTpaLMm Ha POPYMAX U CAUTAX;
7. He oTkpbIBGM (paMnbI U Apyrue BrOXeHUs B MUCbMAX, AdXe eCnu OHU




ApULLNU OT TBOUX Apy3el. Jlyyle yTOYHU Y HUX, OTAPABASSU NU OHU Tebe 3TU
CPaVASIbI;

8. Tlocne OKOHYaHUA paboTbl Ha MOYTOBOM CepBUCE Mepes 3aKpbITUEM
BKNIGAKU C CQUTOM He 3abyab HaxaTb Ha "Bbrtun'.

KubepbynnuHr unu supryanbHoe usneearenbcrso
KubepbynnuHr - npecneaosaHue cooblueHuamu, coaepxammm ockopbeHus,
arpeccuro, 3anyrusaHue, XyJIUTGHCTBO, couuanbHoe 60MKOTUPOBAHUE C
MOMOLLbHO PA3NIUYHBIX UHTEpHET-CepBUCOB,

OcHoBHble coBeTbl No 6opbbe ¢ knbepbynanUHrom:
1. He 6pocarica B 6ou. Jlyywun cnocob: nocosetoBatbca Kak cebs BeCTU U,
eCclin HeT TOro, K KOMy MOXHO 06paTUTbCs, TO BHaYane ycnokouTtbes. Ecnu Tol
Ha4yHelb OTBeYaTb OCKOpbsieHUaMU Ha ockopbrieHus, To TOsbKO elle 6onblie
Pa3oXxeLb KOH(PIIUKT;
2. Ynpasnau csoeu kubeppenytaumen;
3. AHOHUMHOCTb B CeTU MHUMaAs. CyLlecCTBYHOT CMOCO6LI BLIACHUTbL, KTO CTOUT
3a
GHOHUMHBIM GKKQYHTOM;
4. He ctouT BeCTU XynuUraHckumu o6pas BUPTYanbHOU XU3HU. WHTepHert
(PUKCUPYeT BCe TBOU [AEUCTBUS U COXPaHseT UX. Yaanutb ux byaet KpamiHe
3aTPYAHUTENbHO;
5. Cobnroaavi CBOFO BUPTYAsbHYHO YeCTb CMOSOAY:;
6. WrHopupyh eauHUuHbIM Heratmue. OpHopas3osble OCKOpbuTenbHbIe
cooblieHus nydwe urHopuposaTb. O6LIMHO arpeccus npekpallaeTcs Ha
HauyanbHOW CTaAUU;
7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COObLUeHUIMU, B
COLMANbHBIX CeTaX eCTb BO3MOXHOCTb 6MOKUPOBKM OTMpABKU COObLEHWUM ¢
onpepesnieHHbIX aApecos;
8. Ecnu TbI cBUAeTenb KnbepbynnuHra. TBOM AeUCTBUS: BLICTYNMUTL NPOTUB
npecrieaoBatens, Nokasatb emy, YTO ero AelCTBUS OLeHUBAOTCS HeraTMBHO
NOAAepXKaTb XepTBY, KOTOPOU HYXHA MNCUXOSIOMUYEeCcKas MOMOLLb, COObWUTD
B3POCIILIM O (PAKTE arpeCcCUBHOrO NMoBeAeHUs B CeTu.

MobunbHbI TenegoH
CoBpeMeHHbIe CMApTEOHBI U NIIaHWeTbI COAepXaT B cebe BNOSHe B3pOCbIN
(PYHKLMOHAN, U Tenepb OHU MOTYT KOHKYpPUPOBATb CO CTALMOHAPHLIMMU
KOMMbrOTEPAMU.
OnHako, cpeAcTB 3aWMTLL ANS MNOAOOGHLIX YCTPOUCTB MOKA OYeHb Mano.
TecTupoBaHWE U NOUCK YA3BUMOCTEM B HUX MPOUCXOAUT He TAaK UHTEHCUBHO,




kak ansa TTK, To xe camoe Kacaetcs U MOBUIMbHBIX NPUNOXEHUM.
CospemeHHbIe MObUnbHbIE 6pay3epbl yxe NMPAKTUYECKU AOTHANU HACTONbHbIE
aHANOrv, OAHAKO paclwmpeHue YyHKUMOHANa BriedeT 3a cobovi 6onbluyto
CNOXHOCTb U MeHbLUYHO3aLWULLEHHOCTb.
Hanexko He Bce nNpou3BOAUTENU BLINYCKAKOT O6HOBNEHUd, 3aKpbIBAFOLME
KpUTUYECKME YS3BUMOCTU AN CBOUX YCTPOUCTB.
OcHosHbIe coBeTbl Ang 6e30nacHOCTU MOBUIBHOrO TenegoHa:
Huuero He saBnsetcs no-Hactoswemy becnnaTHbIM. byab octopoxeH, Bedb
koraa Tebe npeanarakoT 6eCnNATHLIA KOHTEHT, B HEM MOryT 6bITb CKpbITbI
KaKue-TO MnaTHbIe ycnyru;
Odymaii, npexae yem otnpasutb SMS, (oTo UnU BUAEO. Tl TOYHO 3HAeWb, Fae
OHY byayT B KOHEeYHOM uTore?
Heobxoanmo 06HOBNATb ONEPALIMOHHYHO CUCTEMY TBOErO CMApT(POHA;
Ncnonb3yut aHTUBUPYCHbIE MPOrPAMMBL A1 MOBUIBHBIX Ten1eqOHOB;
He 3arpyxal RNpuUnoxeHUs OT HeU3BeCTHOrO WUCTOYHUKA, BeAb OHU MOTYT
cofiepxaTb BpeAOHOCHOe NpOorpammHoe obecneyeHue;
TTocne TOro Kak Tbl BbIMAelb C CAWTA, FAe BBOAWUN JINUHYHO UHOPMALIUGO,
3aMau B HacTpouku b6paysepa u yaanu cookies;
TTepuoauyecku nposepsn, Kakue MNNaTHbIE YCNYrU GKTUBUPOBAHLI HAQ TBOEM
Homepe;
Hasavi cBOU HOMep MOBUNBLHOrO TerleOHa TOSIbKO NIFOASM, KOTOPBIX Tbl
3Haelb U KOMyY foBepsellb;
Bluetooth ponxeH 6bITb BbIKNFOYEH, KOrAa ThI UM He nonb3yewbcd. He
3a6bIBAN UHOTAA NPOBEPATH 3TO.

Online _urper
CospeMeHHbIe OHMAUH-UTpPbL - 3TO KPACOYHbIE, 3aXBATLIBAFOLME pa3BIieyeHus,
obbeauHarOWMe COTHU THICAY YenoBek no BcemMy mupy. Mrpoku uccneayrot
AGHHLIA UM MUp, 06LLArOTCS APYr C APYrOM, BLIMOSHAFOT 3GAGHUSA, CPAXAFOTCA
C MOHCTPAMMU U MONYYarOT OMbIT. 3a YAOBOSILCTBUE OHU MNATAT: MOKYNaroT
AUCK, ONNAYUBAOT abOHeMeHT Unu nNpuobpetaroT Kakue-To onuuun.
Bce 31U cpeacTtBa MAyT Ha NoAAepXaHUE U pasBUTUE UFPLI, A TAKXKE Ha Camy
6e30NacHOCTb: COBEpLUEHCTBYHOTCA CUCTEMbI ABTOPU3ALMMK, BBLIMYCKAOTCS
HoBbIe NaTyu(UMEpOBLIE 3aNAATKU ANS NPOrPpaAMM), 3aKPLIBAHOTCA YS3BUMOCTU
cepBepos.
B noAo6HbIX Urpax CTOUT ONAcaTbCs He CTONMbKO CBOUX COMEPHUKOB, CKOSbKO
KpaXw TBOEro napofis, Ha KOTOPOM OCHOBAHA CUCTema aBTOpU3aLUU
60nbLWMUHCTBA UFp.



OcHogHble coseTbI NO 6230MaCHOCTU TBOEro UrPOBOrO AKKAYHTA:
1. Ecnu apyron urpok sepaet ceba nnoxo wunu cospaet Tebe HenpuaTHOCTU,
3a611OKUpPYU ero B CNUCKE UTPOKOB;
2. TToxanymnca aaMUHUCTPATOPAM UTPLL HA NSI0X0e NoBefeHUe 3TOro Urpoka,
XenatenbHO NPUNOXUTb KaKUe-TO A0KA3aTesIbCTBA B BUAE CKPUHOB;
3. He ykasbIBavi JINYHYHO UHEPOPMALIUKO B NPOATIE UTPLL;
4. YBaxai Apyrux y4acTHUKOB No Urpe;
5. He ycTtaHasnuBai HeogpuumanbHbIe NAT4M U MOAbI;
6. Micnonb3yi cnoxHele U pasHble NAponu;
7. Naxe BO Bpems Urpbl He CTOUT OTKNHOYATb aHTUBUPYC. TTOKa ThI UTpaelub,
TBOM KOMMbIOTEP MOTYT 3apa3uUTh.

SULWIMHT UNU KPAXKA JIUYHBIX [AAHHBIX
O6bIUYHOU KpaxeWu AeHer U JOKYMeHTOB CerofHs yxe HUKOro He YAUBULLb, HO C
Pa3BUTUEM UHTEPHEeT-TeXHONMOTUM  3MOYMBIWSIEHHUKU MepemecTUnuchL B
WHTepHeT, U NPOAOIIKAFOT 3aHUMATLCA "NFOBUMBIM" fenoMm.
Tak nossunacb HOBAA Yrpos3a: WHTEpPHET-MOLEHHUYECTBA WU (PULLKHT,
FNaBHAs LeSlb KOTOPOro COCTOUT B MOJIyYeHUU KOH(PUAEHUMUANbHBIX AAHHBIX
nonb3osatenen - sfOorvHOB U naponier. Ha aHrnuiickom sasbike phishing
ymuTaeTca Kak pulwmHr (ot fishing - pe1bHaa noens, password - naponsb).
OcHoBHbIe coseTbI N0 60pbbe ¢ PULINHIOM:
1. Cnepaw 3a cBOUM akkayHTOM. Ecnu TbI Nofo3peBaellb, YTO TBOA aHKeTa bb1na
B3/TOMaHa, TO He06xX0AUMO 3a6510KMPOBATL ee U COOBLWUTL AAMUHUCTPATOPAM
pecypca 06 3TOM Kak MOXHO CKopee;
2. Ucnonb3yn 6e3onacHble Beb-camMThI, B TOM YUCIe, UHTEPHET-MAarasmMHoB U
MOUCKOBBLIX CUCTEM;
3. WNicnonb3ynh cnoxHele U pasHble naponu. Takum obpasom, ecnu Tebs
B3/TOMAFOT, TO 3NMOYMBILWNEHHUKU MOSy4aT AOCTYN TOJSIbKO K OAHOMY TBOemy
NPOCPUIIFO B CETU, A He KO BCeM;
4. Ecnn Teba B3nomanu, TO HeobxoauMMO npedynpeauTb BCeX CBOUX
3HAKOMBIX, KOTOpbIe AobaBneHbI y Teba B Apy3bsax, O TOM, UYTO Teba B3nomanu
W, BO3MOXHO, OT TBOeEro WUMeHu O6yaeT paccbInaTbCa CMAM U CCBLMKU Ha
(PULLMHIOBbIE CAMTLI;
5. YcTaHoBu HaaexHbIr naponb (PIN) Ha MO6UNbHBIN TenegoH;
6. OTkNFOuU coxpaHeHue napons B 6paysepe;
7. He oTkpbIBGM paMnbI U ApyrUe BrIOXeHUS B MUCbMAX, AdXe eCnu OHU
ApPULLSW OT TBOUX Apy3e. Jlyulue yTOUHU Y HUX, OTNPABASNU NU OHU Tebe 3Tu
CPaWASIbI.




HMQQOBGQ penyrauua

Lincppoeas penyTtaums - 3T0 HeratMBHAsS UMW NO3UTUBHAS UHPOPMALIUS B CETU
o Tebe.

KomnpomeTtupyrowas UH@pOpMaALUs, pasmelleHHas B UWHTepHeTe, MoxeT
cepbe3HbIM 06pa3somM OTpasnUTbCA Ha TBOEU peanibHOU Xu3HWU. "Lingppoeas
penytauua’ - 3T0 TBOU UMUAX, KOTOPLIA (POPMUPYETCS U3 UHPOPMALUU O
Tebe B UHTepHerTe.

TBOe MecTo XuTenbcTea, yuebbl, TBOE (PUHAHCOBOE MOJIOXEHUe, 0CObeHHOCTU

XapaKTepa U pacckassl 0 61IU3KUX - BCe 3TO HAKAMIMBAETCSA B CeTU.

MHorMe nOAPOCTKU NErKOMBICNIEHHO OTHOCATCA K Nybnukauuu JMYHOU
UHpopmauuu B NHTepHeTe, He MOHUMAS BO3MOXHBIX MOCNeACTBUA. Tbl Aaxe
He CMOXelub AOTraAATbCS O TOM, YTO (POTOrpacpus, pasmellieHHas 5 net Hasaa,
cTana NpUYUHOU OTKasa NpUHATL Tebs Ha paborTy.

KommeHTapuu, pasmelleHue TBOUX POTOrpacpuii U Apyrue AeriCTBUS MOTyT He
MUCYe3HYTb AaXe NOCne TOro, Kak Tl UX yAAnUWb. Tbl He 3Haelb, KTO
COXPAHWUI 3Ty WHEPOPMALMUFO, MOMNANA SIM OHA B MOUCKOBbIE CUCTEMbI U
COXPAHUNACb NU OHa, a FNABHOe: YTO MOAYMArOT O Tebe OKpyxarowme Noau,
KOTOpble HAMAYT U yBUAAT 3TO. HAUTU UHPOPMALUO MHOrO seT cnycTs
cmoxeT nrobon - Kak U3 AobpbIix MNO6GyXAeHUM, TaK U C HamepeHuem
APUYMHUTL Bped. 3TO MOXeT 6bITb KTO YroAHO.

OcHoBHbIe COBeTbI MO 3aMTE LIMEPPOBOV penyTalum:

1. TToaymani, npexae Yem 4TO-TO NybrMKoBaTb U Nepenasath y cebs B 6nore
WU B COLMANbHOU ceTu;

2. B HacTtpovikax npoguns yCTAHOBU OFpPaHUYEHUs Ha MPOCMOTP TBOEro
NpOPUNA U ero COAEPXUMOro, CAeNiai ero ToNbKo "ana apyseit”;

3. He pasmeliai U He yKa3bIBAU UH(POPMALIMIO, KOTOpPAs MOXeT Koro-nubo
ockopbnaTh UNmu obuxatb.

ABTOpCKOe npaso
CospemeHHbIe  WKOSMbHUKU -  AGKTUBHbIE  MoSib3oBaTenn  LUMPOBOro

NPOCTPAHCTRBA.
OnHAKO Aaneko He BCe 3HAHOT, YTO MOSIb3OBAHUE MHOTUMU BO3MOXHOCTSMU
LUMpoOBOrO Mupa TpebyeT cobnrofeHUa nNpaB HA  UHTenNseKTyasbHyro



cob6CTBEHHOCTb.

TepmuH "uHTennexktyanbHas CcO6CTBEHHOCTb' OTHOCUTCA K  PA3SIUYHBIM
TBOpPEHUAM YesloBeYeCKOro yMa, Ha4MHAas C HOBLIX U306peTeHUt U 3HAKOB,
0603HaYaroWmUX COHBCTBEHHOCTb HA MPOAYKTBI U  YCNYrW, WU  3aKAHYUBASA
KHUramu, POTOrPAPUAMU KUHOPUNbMAMU " MY3bIKASTbHBIMU
npousseneHUIMU.
ABTOpCKWEe npaea - 3TO MNPABA HA WHTENNEeKTyanbHyH0 CO6CTBEHHOCTb Ha
npousBeaeHUs HayKu, INTepaTypbl U UCKYCCTBA. ABTOPCKUE MPaBa BLICTYMNArOT
B Ka4yeCTBe FAPaHTUWU TOrO, YTO UHTESINeKTyanbHLIWU/TBOpYecKUd Tpya asTopa
He 6yAeT HanpacHbIM, AACT eMy CrpaseAsivBbIe BO3MOXHOCTU 3apaboTaTth Ha
pe3ynbTatax CBOero Tpyad, MoslyuuTb U3BECTHOCTb U MpusHaHue. HukTo 6e3
paspeleHns aBTOpa He MOXeT BOCMPOU3BOAUTL ero npousseaeHue,
pacnpocTpaHsaTh, NY6SIUYHO AeMOHCTPUPOBATL, MPOAABATD,
MMNOPTUPOBATD, nyckaTb B npokKar, ny6nuyHo UCNOMHATD,
MOKAa3bIBATb/UCMOJHATL B 3¢pUpe UNU pasmellatb B MHTepHeTe.
Ncnonb3osaHue "nupatckoro” nporpaMmmHoro obecneveHus moxeT npusectU
K MHOTUM PUCKAM: OT MOTEpU AAHHBIX K TBOUM AKKAYHTAM A0 6JIOKUPOBKU
TBOEro YCTPOUCTBA, rAe YCTAHOBMEeHa HeseranbHas nporpamma. He ctout
Takxe 3a6bIBATb, YTO CyLUEeCTBYHOT NeranbHble U 6ecnnaTHbIe NPOrpamMmel,
KOTOpbIE MOXHO HaUTU B CETWU.

O noprane
CeTeBUYOK. P - TBOU MSIGBHLIN COBETUMK B CeTU. 3AeCb TbI MOXellb Y3HATb O
6e30NacHOCTU B CETU MOHSATHBIM U AOCTYMHLIM S3bIKOM, @ NPU BOSHUKHOBEHUU
KPUTUYECKOU CUTYyaLUU 0BpaTUTbCS 3a COBETOM. A TaKXe MPUHATbL yyacTue B
KOHKYpCaX U CTaTb CAMBIM LIMEPPOBLIM FpaxAaHUHOM!



